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Lancaster Community School Distnct

Instruction
STUDENT INTERNET/EMAIL USE
The Internet

The Internet is an international network of compuler networks providing access 1o
educational, commercial, governmenlal, and recreational resources. The Internet is an
additional means of research and communication and 3s oflen called “the information
superhighway.” To search the Internel, users need a computer, modern,
telecommunications software, a telephone line, and an account with an Internel Service
Provider. Students can find very current mformation not yet available in books or on CD
ROMs, such as stalistics on earthquakes, which occurred in the last 24 hours. They can
find current information on news, weather, sports, stock quoles, court decisions,
encyclopedias, careers, Job openings, and colleges. They can take virtual field trips to
musewms such as the Symithsoman or the Louvre in Pans, France. Students can talk to
other students, scienbsts, authors or resource people anywhere in the world.

Internet Training

District students shall recerve training in the use of the Internet, including their rights and
responsibilities, safety guidelines, and evaluation of resources, before going on-hne.
Other programs and/or tests may be required.

Internet Safety

With all types of information available on the Internet, students may inadvertenily gain
access to mformation nol necessanly age and matunty appropnate. As part of a student’s
use of the Internet, the faculty will suggest addresses to appropnate curriculum sites. It is
mportant for parents/guardians to review personal safely rules with their children, and
remind their children to stay on task and {ollow their curriculum goals.

All users are advised that Internet access mcludes the potential for access to matenals that
are imnappropnate or harmful to minors. Every user (student and adult) must take
responsibility for his or her use of the Internet and avoid sites and activities that are
inappropriate or harmful to minors, are obscene, or chld pornography. Users who find
such sites shall report them to a designated official. Also, users who find other users
visiling such sites shall report such misuse to a designated official. Any adult staff
member 1s considered a designated official for student reporting. Any admimistrator or
supervisor 1s considered a designaled official for adult reporting.



The Distnct shall take measures designed 1o restrict minors’ access 1o materals harmful
to minors, as well as access by minors and adulis to visual depictions that are obscene, or
child pormogrophy.

+ Internet Filtering
The Lancaster Community School District uses hardware and sofhware thal is
designed 1o filter and block inappropriate sites, and (o a lesser degree, high-nsk
aclivibies. The current techmologies allow for the blockage of violence/profanity,
partial nudity and ant, full nudity, sexuval acisftext, gross depictions/lext, racistethnic
ympropnety, satanic/cult, drugs and drug culture, milHant/extremist, sex educalion,
quest/1llegal/gambling, alcohol-beer-wine-tobacco, sports and leisure and sites the
Distnct deems as non-educational.

The use of Internel filtenng mechanisms shall not diminish the user’s personal

responsibility for appropriate use of the network and Interet. Filtering methods are
not 100% foolproofl.

+ Blocking Sites
The Dastnet reserves the nght to block sites that do not enhance classroom aclivities
and/or career development. Staff and students are encouraged o conlact the

designated officials, should any one inadvertently access a site that is mappropriate -
for the school setting. i :

*  Removing the Filter for a Blocked Site
Removing a site from the blocked list shall require a high level of jusiification.
Anyone wishing the removal shall submit the request 1 writing. The request shall be
given 1o the building Principal, who shall then submit the request {o the District
Admimstration for further review. The decision to remove the block on the site shall
be based on the following criteria:
1. Does the educational value of the site significantly outweigh the inappropriale

nature of the site?

2. Does the ste significantly enhance the curriculum?
3. Can the matenal/information be obtained from other more appropnate sources?
Individuals shall be notified of the approval or disapproval of the request in a limely
manner. 1 the removal of the site is granted, the Admimistrative team will further
mndicate the Jength of time the block is 1o be removed.

E!:x
Internet Conduct -

The use of telecommunications networks intluding the Internet is a privilege for students
who agree 1o act in a considerate and responsible manner while on-line. All Internet and
email use may be subject 1o monitoring by authorized District staff. Students are expected

to. abide by established user expectations, responsibilities, rules, and guidelines for
Internet safety. ' :



Peunallies for Vielating the Student Internet/Email Use Policy/Guidelines

* The use of computers and telecommunications networks, including the Internet and
emal, is a pnvilege and users must take personal responsibility for their behavior.
Penalties shall be administered if students violate the Student Internet/Email Use policy
or established guidelines, based on the severity and frequency of the offense. The school
admimstrabon and/or Board may assign penalties.

LEGAL REF.:  Sections 118.001 Wisconsin Statules
' 120.13
121.02(1)(h)
94370
947.0125
PL 94-553, Federal Copynight Law
Children’s Internet Protection Act
Neighborhood Children’s Internet Protection Act
Children’s Online Privacy Act

CROSS REF 363.2-Rule, Guidebnes for Student Intemmet/Email Use
: 363.2-Exhibit, Stadent InternetV/Email Access Contract
871-Exhbit, Citizen’s Request for Reconsideration of Instructional
Resources

APPROVED: May 10, 2000

REVISED: June 12, 2002
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Lapcasier Community School Disirict

Instruction

GUIDELINES FOR STUDENT INTERNET/EMAIL USE

User Expectations

1.

11 students are provided with individual emaj) accounts, a signed Student
Intemet/Email Use Conlract shall be required.

Email should primarnly be used to complete assignments. Students may communicale
with fnends and family outside the school if the computers are available. However,
prionty is given lo those doing schoolwork on the school’s classroom, Jab, and media
center compulers.

Resinclions against inapproprate language apply to public messages, private
messages, and material posted on visiled web pages.

Students will promptly disclose 1o the District technology staff or school
adnynistrabion any messages they receive that are mappropniate or make them feel .
uncomiortable.

Authonzed Distnet staff will have access 1o emnail accounts for maintenance and
monitonmng.

Students will check their email frequently and delele unwanied messages promplly to
conserve the email server’s resources.

User Responsibilities

Students are responsible for:

1.
2.

3.

4.

Their own actions while using the Internet and other telecommumnications networks.
Using the Internel and other telecommunications networks N a way consistent wilh
the Distnict educational goals and ubhzing educationally suitable resources.

Using time wisely to ensure maximum access for all users and logging-off when
asked to do so. '

Any financial obligations incurred while usmg the Internet or email.

Internet Safety Guidelines

Students are expected to adhere to the following Intemet safety guidelines:
1.

Avoid material that is jnappropriate or harmiul to minors. By definition this

mcludes any text, audio segment, picture, image, graphic image file, or other visual
depiction that:

a. Taken as a whole appeals 10 a prurienl interest n pudily, sex or excretion;



b, Depicts, describes or represents in a patently offensive way, an actual or
simulated sexual act or sexual contact, actual or simulated nonmal or perverted
sexual acts, or'a lewd exlubilion of the genitals; and

c. Taken as a whole, lacks serious Iiterary, aristic, pohitical or scientific value.

Ilstablish personal safety measures when using Infernet and email.

a. Do ol give our your (or anyone else’s) name, address, phone number, or other
personal infonmation.

b. Do nol arange a meeting with anyone you “met” on the Internel oy lhrough
Emal.

¢.  General school rules for behavior and communication apply Just as they do i the
classroom halhways.

d. Be pohlite. That which is hannful, vulgar, or profane is not permissible. School
rules regarding harassment apply 1o electronic commumcation.

e. Be aware there is no pnivacy on the Intemel, including email.

Refraip from “hacking” and other unlawfu} activities. Using the District’s

compulter network and Inlemnet access 10 gain or to attempt 1o gain unauthorized

access to other compnters or computer systems s prohibiled. Also prohibited is any
use that violales a mumcipal ordmance, state or federal Jaw relating lo copyright,
trade secrets, or the disinbubion of obscene or pornographic malerials.

Refrain from the dissemination of personal identification information regarding

students. Personally identifiable information conceming students may not be

disclosed or used in any way on the Internet without the permission of the adult
student or a minor student’s parent or guardian.

Probibited Activities

v

el

10.
11.
12.
13,

14.

Using the Internet or email 1n ways that violate school policies and behavior
standards. ) )

Using the Intesnet or email for any 1llegal activity including violation of copyright or
other Jaws.

Using the Internet or emaj) for personal, financial or commercial gain.

Gaimng unauthorized access to resources or entilies (hacking).

Sending or displaying offensive, threatening, obscene, or other mmappropriate
messages or pictures in violation of federal, state, or Jocal Jaws, or school code. -
Downloading programs from the Internet.
Saving email attachments to local bard drives.
Chatting.

Using personal Intemel-based emajl accounts.
Usmg other student or faculty email accounts.
Giving out email password.

Posling chain letters or engaging in “spamming.” (Spamming is sending an annoying
Of unnecessary message to a Jarge number of people.)

Subscribing o Jistservs or newsgroups unless il is an assigrnment related 1o school and
with the permnission of the instructor.

Posling messages sent to them privately without permission of the person who sent
the message.

E:E



15. Posting mappropriate information aboul anolher person.
16. Using obscene, profane, lewd, vulgar, rude, mflammatory, threatening, racist, SEX1sl,
~abusive, or dissespectful language while on the Internet or emoil. :
17. Postmgnformation thal, if acted upon, could cause damage or a danger of disruption.
18. Engaging m personal attacks, mcluding prejudicial or discrinninalory attacks.
19. Harassing another person through the Internel or email. Harassment 1s persisiently
-achng1n a manper that disiresses or annoys another person. 1f a user is told by a
person lo stop sending them messages, they must stop.
20. Knowmgly or recklessly posting false or defamatory information aboul a PErson or
organization. ' ' '
Penalties

Penalties for violalion of these guidelines may include but are not restricted to-

1.

(ORI .

[T

Loss of Internet/eimail access for one month for first offense.

Loss of Inlernet/emai] access for second offense.

Disciphinary or legal action including, but not Jimited lo, cnmnal prosecution under
appropnalte slate and federal Jaws,

May be subject 1o suspension or expulsion.

Students and parents must sign another Student Intemet/Ema;] Use Contract before
having Intemetemail privileges reinstated.

APPROVED:  May 10, 2000

REVISED: June 12, 2002



STUDENT COMPUTER/NETWORK USE POLICY

Lancaster School Disirict maintains Jocal area networks within each building and a wide area network
connecting the two sites thatl comprise the school district. The district technology staff maintains these
networks, including hardware and software. To ensure that these networks, mcluding hardware and
software, are in proper workmg condition for use by distnct studenls, we must have certain user
restrictions.

User Expeciations and Guidelines

The use of the school’s computers imd networks is a privilege for students who agree fo aclin a
consyderale and responsible manner while logged on to the system. All compuler/network use may be
subject lo monstoring by avthorized district staff.

User Responsibilities

Students are responsible for:
1. Their own actions while using the school’s computers and nebworks.
2. Using the school’s computers and networks in a way consistent with the district’s educational
goals and ubhzing educationally suitable resources.
3. Ensunng thal no one knows any of the passwords they set up.
Remembenng the passwords they set up and changing them when asked to do so.
5. Using ime wisely to ensure maximum access for all users and logging off the system when
asked to do so.
6. Logemg off the system when you are finished.

I

Prohibited Activities

1. Using the school’s computers and networks in ways which violate school polhcaes and behavior
standards. ' 2

2. Using the school’s compulers and networks for any illegal activity including violation of
copyright or other Jaws.

3. Relneving someone else’s work/paper and handing it in as yours.

4. Using the school’s computers and networks for personal, financial or commercial gain.

5. Damagimg, degrading or disrupting equipment oR system performance. (This includes, but 1s not
limited to, changing computer settings, damaging any physical part of the system, removing
senal number Jabels from computers, or deleting any software of ﬁ]es not belonging to you from
the computers or network.)



6. Invading the prvacy of other individuals by accessing and/or vandalizing {heir compulerized
data.

7. Ganng unauthonzed access 1o resources or entities.

Saving information o 1he hard drives of the distpct™s compulers.
9. Installation of any software.

CQ

Penalties for Violating Computer/Nefwork User Expectations and Guidelines

The use of the school’s computers and networks Is a privilege and users should take personal
responsibility for their behavior while using them. Penalties for those who violale the user expectalions

and gmdelines will be administered based on the severity and frequency of the offense. The school
adrmmistration and/or school board may assign penalties.

Such Pennalties May Inclhude, but are notl Resiricted To:

1. Loss of computer/network access for one month for first offense.
2. Loss of compwter/network access for second offense.

3. Disciphinary of legal action including, but 3ot himited 1o, criminal proseculion under approprate
state and federal laws.

4. May be subject fo suspension or expulsion.

5. Students and parents must read and sign another Student Computer/Network Use Policy before
having computer/network privileges reinstated.
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DISTRICT WEB PAGE POLICY

The availabality of the Intesnet in Lancaster Schools provides an opportunity for students and staff to
contribule to the School District’s presence on the World Wide Web. The Districts Web Sie provides
mnformalion to the world about school curnculum, instruction, school-authorized acirvities, and other
general imformaton relating fo our school’s and our district’s missions. Creators of the web pages need
to famshanze themselves with and adhere (o the following pokhcies and sesponsibilities. Fajhure lo
follow Ihese policies or responsibilities may result in the Joss of authonng pnvileges and/or other
sinngent disciphinary measures,

Conlent apd Standards

Albweb page moterzal must have prior approval before posting to the web site. District technology staff,
along with school adsmmnisiration, is responsible for web page approval.

Subject Matter

All subject ynatier on web pages should relate to cormculum, msiruchion, school-authorized activities,
general information that is appropriate and of interest 1o others, or it should relate to the School Distnet,
or the schools within the district. Therefore, neither staff nor students may pubhish personal home pages
as part of the District Web Site, or homie pages for other individuals or organizalions not directly
afhlyated wih the distncl. Staff or student work may be published only as it relales to a class project,
course, o1 other school-related aclivily.

Quality
All web page work must be free of spelling and grammatical errors. Documents may not contam
objechonable malerial or point (Jink) directly to objeclionable material. Drstnict technology staff and/or

school admipistrabion will determine the appropriateness of web page matenal.

Ovwnership and Retention

All web pages on the district’s web server are the property of the Lancaster School ﬁstﬁcl. ‘Web pages
will be deleted when a student graduates or moves, unless prior arrangements have been made with the
distiict technology staff or school administration.




